MPABHIIA
32 0e30UACHOCT HA ACHATA W yYCHHIHTE B
ROMIIIOTHPHATA MPEKA B ACTCKATA TPAAMNA, YIMIHIIETO H B HHTEPHET

Te3n npasuna ca pazpaGorenn or Abpaannara arenumns 3a sakpuia na ieTero, B
napriusoperBo ¢ laasma  anpekuunn wbopéa ¢ oprammsmpanara upecrnmmocr”,
Haumnonanen uentsp 3a Gesonacen HHTepHer, MunucTepcTBo Ha 06pa3oBanHETo H
naykara, Pernonanno ynpas:icuuce na o6pasosanmero — Codmsi-rpaj, pproBoguresnn na
oOpaszoBaTeaHn HHCTHTYHHN oT Chio3a Ha paboToaaTe/uTe B cHCTeMaTa Ha HapogHATA

npocsera B Buarapun, Capykennero na gupekropure B cpenoro obpazosanue na P
Bharapns.

HCJ“’[TC Ha NpaBH.IaTa ca fa ce:

. rapanTupa InpaBoToO Ha )]CTCTO/)"ICHII“HTC Ha JocTenl 0 noaxoasmia

HH(POPMAUNS H MATCPHAIN B MPEKATA;
. OCbUICCTBH NMPEBCHIHMA H CHHTC3HPA HA CAHO MACTO MEPOPMALHKATA 3a
OMaCHOCTHTE B HHTEPHET;

. NpeaocTaBaAT KOHKpeTHH HACOKH 3a 3aKpuJjia Ha NeTeTo H Oe3onacHo

INOBCACHHE B ROMIIIOTBpPHATA MpciKa B ICTCKATA rPaJHHA H B YYHJIHLIC H B HHTCPHET;

®  NogoOpH KOOPAMHALMATA M OTrOBOPHOCTHTE HA YYACTHHUMTE H/HJIH
BCHYKH 3aHHTEPeCOBAHM CTPaHM.

OTroBoprocTTa 3a rapanTHpane npaBaTa Ha IeLATa M 3AIUTA HA TCXHUTE MHTEpECH €
CTIOZENIEHa OTrOBOPHOCT MEXKIY CeMeiicTBOTO, OOLIECTBOTO M IbpkaBaTa, 4Ype3 HelHHTE
OpTaHH M MHCTUTYILMH. BLIPEKH TOBA, Ta3H OTrOBOPHOCT ¢ pasipeAC/IcHa, KATO TS Ce Naia
TIPHOPHTETHO Ha CEMEHCTBOTO, 10-CNIENHATHO HA POJUTENHTE, HACTOMHUIIATE, IOTIEYUTEIHTE
WIH JIpyTUTe JIALA, IIPH KOUTO JIETETO ¢ HACTAHEHO, TOraBa KOrato ¢ 61iia mpempuera Mspka
32 3aKpHJIa 110 OTHOUIEHUE Ha Hero. OTYHTAHKH TPYOBATa AHIAKHPAHOCT HA POJMTENHTE, B
HAKOH OT CIy4auMTe M TPYIAHOCTHTC, KOUTO HM3IUTBAT B OTIJIENIAHCTO M BE3NHTAHUETO HA
AETETO, B OCHOBOMONATANIHA MEKIYHApOAEH aKT 3a MpaBaTa Ha JeTero KOHBEHIHATA Ha
OOH 3a npasata Ha A€TETO, KAKTO M B PE/MUA HOPMATHBHH AKTOBE OT HALMOHATHOTO HHU
3aKOHOJATeNCTBO, € IIOCOYEHO KaKk OOLIECTBOTO, COUHAIHHTE H  0Gpa3soBaTeNHHUTE
MHCTUTYIIMH, H JbPKaBaTa U3MLIHABAT TE3H CBOH OTTOBOPHOCTH 33 OKA3BAHE HA AJIEKBATHA
TOAKpeNa Ha CEMEHCTBOTO, 3a 3aKpHia HA JETETO M 33 3allHTa Ha HErOBWTE MpaBa U
HHTEpeCH.

Cormacio Konsenumata Ha OOH 3a npasata Ha perero, poaMTenHTe MMat
IGPBOCTCICHHA OTrOBOPHOCT 33 OCHIYPSBAHC BHUCUINTE MHTEPECH HA JICTCTO Ja Obiar
IMbPBOCTENEHHO ChoOpakeHHe. PoquTenute HiM, CIOpeR ciyyas, 3aKOHHHTE HACTOHHULM,
TIONCYHTEH WM [IPYTH JMIA, NPH KOHTO ACTETO € HACTAHEHO, HOCAT OTFOROPHOCT 3a
OTTJIEXAHETO H PA3BHTUETO Ha NETETO.

AbpixaBara, upe3 HeAHHTE OpranH, TpA6Ba Aa NPCANPHEME NOAXOAAIIM CTBIKH, 32 2
TIOAKpENH pOIUTENUTE MPH M3MBIHEHHETO HA TEXHUTE OTTOBOPHOCTH. AKO HAKOH POIHTENH
HC MOTaT WM CC 3aTPy/HABAaT, TO B TE3U CIy4au CE HAMECBAT OTOBOPHMTE AbpIKABHM
HHCTHTYLIMH, 32 Jla OCHIYpST CNa3BaHETO Ha MpaBaTd Ha JETeTO H 3af0BOJABAHETO Ha
HETOBUTE HYXIH. 3aibIKEHHE HA JBPXABATA € OCUIYPABAHE PA3BHTHETO Ha HHCTHTYIIHH,
3aBEfiCHHA M yenyrH. B Tasu Bpwika ponsTa Ha 0GpajoBaTelHHTEe HMHCTHTYLHH e
H3KIIIOYMTENHO BaXHa M KitodoBa. Te Morar ja nonpruecar 32 06y4eHHETO U NPEeBEHIHATA
Ha PHCKOBETE HE CaMO Ha JIelaTa, HO i Ha POAMTENHTE, KaTo 1O TO3M HAYMH MOTaT Aa HMaT
JIBO}HA M0J13a 33 Jenara. B Tasu nocoka nacrosmmre npaBmia, JaBaT OCHOBHH MO3HAHKA 32
OMACHOCTHTE, KOMTO KpHE BHPTYAIHOTO MPOCTPAHCTBO C LEJ OCHIYPABAHE 3aKPHIATA Ha
AETETO OT BPE/IHH 33 HEro HHOPMAIHS, MATEPHATH M KOHTAKTH.
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: Ka r
OCHOBHHTe NMpHHUNNH 32 paboTa B xomnioTbpHaTa MpcXka B JACTCKA rpammna y

YUHIIHIE H B HHTEpHET ca:
1. Pasen JOCTHI HAa BCHUKH ACLA H YYCHHLH, sl
2. 3ammra Ha aeudara H Y4CHHUHTE OT BpeAHO HIN He3aKOHHO ChABPK

HHDOPMaUHs KaTo: CaMOHAPaHABAHC, THProBUS ¢ HAPKOTHIM, Xa3apT, NMponaraniHpanc Ha
BPEAHH M ONACHH HaBHUM H JEHCTBUSA KATO aHOpPeKCHS, OyIMMu, nopHorpadmus, TOHCP"P'HHC
Ha pasnuyuu Gopmi Ha HacHIHE, NPONOBAABANC HA TCPOPH3BM, CTHHYECKA H PETHIHO3HA
HETOJIEPAHTHOCT, caMOyGuiicTBO M 1p.;

3. 3aunTane u 3ammMTa Ha Ju4ynara HENMPHKOCHOBCHOCT,
4. HOIH'OTOBKH H KOHTpOJI Ha Aeuara H YYCHHIHUTE 3a 0e3omacHO U OTrOBOPHO

TIOBEACHHE OHJIaliH;
5. CsIpyaHnyectro B AyX Ha TOJIEPAHTHOCT U AOOPOHAMEPEHOCT MEXAY AETCKaTa

TPANMHA/YYHNHINETO H POMHMTECIINTE/HACTOHHHIIMTE.

KomnioThpnata mpema & ACTCKa TrpagvHa W y4YWIHIIE C€ H300/13Ba B
TIEJATOTHYECKHTE CHTYALHH H Y4e6HH YacoBe CaMo 3a obpazosaTennu nemu. 1{anara Mpexa
obxBama KommoTpuTe, CBbp3anu ¢ KaGelHH W/MNMH GelKMYHM BPH3KH, CHTYHPaHH B
KOMIFOThpHHTe kabuneTH, o6opynBanu Klacuu cram 1 aIMHHHCTPaTHBHHTE TMOMEIIEHHS Ha
obpasoBarcnnara HHCTHTYIHSA, KAKTO H yCTpoiicTBaTa (nepconannn cMapThOHH, NaNTONA U
TabneTH) ¢ Ge3xuuen nocTLI A0 HHTEpHeET.

Aenara n yuyeHuuurte nmar NMpaBo Ha:

1. Pasen mocrsn no MpCXkaTa Ha 00pa3oBaTCIIHATA MHCTHTYLMS, C M3KJTIOUCHUE HA
KOMITIOTPHTE B aAMHHHCTPaTHBHHTE NIOMEIICHHL.

2. Pabora ¢ ycrpoiictsaTa (xoMmIoTpH, Narrrony n TabieTH) B Mpeskara ¢
ITOAKpEIaTa Ha IIeJarOrHYecKH CIIeLHaIHCT.

3. O6yucnue 3a Gesonacuo u OTrOBOPHO NMOBE/ICHHE B MpesKaTa Ha 06pa3oBaTe/IHaTa
HHCTHTYLIHS H B UHTEpPHET.

4. Hndopmauus 3a npasunara 3a pabora B Mpesxkara,

5. CurypHa mudpoBa cpena B nerckara TpagHHa M YYHITHILETO.

6. Ilon3Bane Ha MoGUIHHTE CH YCTPOJCTBA U3BBH yueGHHUA npolice (mounBKara u
MEXAyJacHaTa), a IPH H3PHIHO yKa3aHIe Ha YIHTeN — H B yuebHHA "Yac/menarornyeckaTa

CHTYallus 32 LEJIUTE Ha y4eGHus nporec.

BAXKHO! Ilpasunara 3a Gesonacna pa6ora B HHTCPHET, KOUTO ACUAaTa M YYCHHUIUTE
Ca 3aQb/DKCHH 214 CNa3BaT, Ce MOCTABAT Ha BHAHO MACTO B ofpasoBaTenHaTa HHCTHTYILHA,
KaKTO W B KOMIIOTLPHHTC kabuHeTH, Taka M na caiita Ha Jerckata rpaauna/yuunumero. B
HayanoTo Ha y4veOHaTa TroAHHAa MO TNOAXOAAL HAYHH BCHYKH Jlela u  TexHuUTe
POAHTEIH/HACTORUUIM/TIoNEUHTEIN  ¢ce  3amo3naBar ¢ Tax. [legarosute TIEPHOIUYHO
HAIOMHAT 38 TAX H 33 CHTYPHOCTTA B HHTEPHET B MOAXOAALMN (OPMH M AEIHOCTH, B KOUTO ce

BKJIIO4YBAaT jICLIaTa/leCHH[IHTC H POAHTCIIHTC HM.

' Yacr-1. OTroBopHOCTH HA PbKOBOXHTE/IHTE HA 06pa3oBaT:ehgzgje:,'}{;igf’r’um
Ha hﬁod)eéﬂona.rmmr_re, paﬁ‘oTeum‘ ¢ leua M ¢ mi(popnlannonuo_-pcoMyHukauunnu
Texn ‘ ‘ L

JNpeKTOpbT Ha JA€TCKATa rpaAnHa/yqHITHILETO:
1. Oprannsupa AeHHOCTTa N0 H3NBLIHEHUETO HA TC3H NPABHIA, H OCHTYDSBA JOCTEII

0 KOMIIOTbPHATA MpeXa, e(peKTHBEH H TMOCTOAHEH KOHTPOJ, IUIAHHPAHETO HAa MEpKH IO
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OPraHM3aNATA 33 Cna3Bane HA NPABINATA 30 paGoTara Ha JEIATa i YYCHUIHTE B MpEXaTa i
33UMTA OT BPEAHO MM HE3AKOHHO ChABPKANNC B HHTCPIICT.

2. OcurypsBa npi TeXHHUECKA BL3MOKHOCT npocneanBate Ha Tpaduia,
OChLUCCTBABAN YpPE3 MPExKATA 11a 00pa3oBaTEINIATA HIICTHTYLIIA.

3. Tlpu koHcTaTpane Ha clyyan Ha KHOEPTOPMO3, HE3AKOHHO CHABLPKAHHE H
TIOBCACHIC B Mpexara na oOpazosarennara WHCTHTYUHA W/l B HUTCPUCT yBci0oMABa
He3a0aBHO KommerewTHuTe opranm — Jupekuus ,,CounanHo  MOAMOMAT ane", ",f’
MecTonpe6uBasane na acrero n I'nasna mipekuis ,Bop6a ¢ oprainsHpanara npecTsioct
CieuHanu3upanuaT otaen ,,Kubepnpecrsnuoct na MBP. B Tesn ciyyan oka3sa HYKHOTO
CbACHCTBHC 1HA KOMICTCHTHHTC OPraHH C UG YCTAHOBSBAHC HAa H3BBPUIHTCIHTC H
NpeanprHeMa MepKH 3a MpPOTHBOAEICTBHE M MpeMaxBaHe HAa CHOTBETHOTO chAbpKaHHe OT
MpekaTa Ha o0pasoBaTennaTa HHCTHTYUHsS. Moxe aa nony4aBa H KOHCYJITAaHTCKa oMol oT
Haumonarnus uenTsbp 3a Oe3onaceH HHTEPHET.

4. Opranusupa B HAYANOTO Ha BCAKa yyeGHA TOMHA 3aN03HABAHE Ha cnaTa H
YYEHHIMTE H POJHTETHTE/HACTOHHHIUTE C TIpaBHaTa 3a besomnacHa paboTa B Mpexara.

5. OcurypsBa OTTOBOPHO JIMIE (CIY>KUTEIN UK HACT BHHILCH CIELHANCT), KOeTOo 11a
H3ITBIHABA (YHKUMHTE Ha CHCTEMEH aIMHHHCTPATOP.

YUHTEIHTE, NeAArorHeCKHTE CHCHATHCTH H PHKOBOJMTEINTE 10 HANPABICHHC
HKT ca nnbxuy aa:

1. Pa3scuaBar mpaBuiara 3a 0€30IacHO H OTTOBOPHO MOBEJCHHE NPH paboTa B
MpeskaTa Ha 00pa3oBaTe/IHaTa MHCTUTYIHA H B MHTEPHET.

2. OChlUecTBABAT HOCTOSHHO HabMoleHHe H KOHTPOJ BBpXY paboTaTa Ha Aenara H
YYCHHIIMTE B MpeaTa Ha 06pa3oBaTe/IHaTa HICTHTYIHA B y4e6HO BpeMe.

3. [lpeanpueMaT He3a0aBHH MEPKH 3a MPEYCTAHOBABAHE Ha I0CTHIIA HA ICLIaTa H
YUCHHIUTE [0 HE3aKOHHO H BPEHO CHIBPIKAIHNC B MPCKATA.

4. YBenoMsBaT He3aGaBHO JMPEKTOPA Ha JIETCKATA TPajiHa/yUHITHIIETO NIPH
HapylIaBaHe Ha MPABUNIATA, CIyuaH Ha KMOCPTOPMO3 WIIH TIPH YCTAHOBABAHE HA HCIAKOHHO H
BpEIHO ChABPKAHHE HIIH MIOBEACHHE B MpexXarta.

5. Oxa3BaT NOAKpPENa Ha el M YUCHUIIH — 06eKT Ha KHOEPTOPMO3, Upe3
ITbpBOHAYANHA TCHXOTOrHYecka NMOAKpENa OT YUMIHMIIHHA TICHXONOT, ¥pe3 pasroBop OT
CTpaHa Ha NeJaror B AeTCKaTa FPauia 3a CHIKABAHE [ HAPCHKCHHUCTO Y CTETO.

6. Curnamsupat opu Heobxomumoct Jdupexums ,,Counaao noanoMarase™ no
MECTO’KHBEEHE HA JCTETO/ydeHHKa C LEI OUEHABAHC HA HYXKJATa OT HACOYBAHE KbM
COLIMATHH YCJIYTH 3a OKa3BaHe Ha Mocle/Balla noaKpena.

CHCTEMHHST aAMHHHCTPATOP (CITYXHTEN B 00pa30BATENHATA HHCTHTYLHA HITH HAeT
BBHIIEH CMELHAIHCT):

1. Ocurypssa ofwara Ge3onacHOCT H PYHKUHOHATHOCT Ha MpeXarTa.

2. [Tlpemnara u npuiara MCpKH, OTpaHHYaBallK JOCTHIIA HA ienlaTa i YYeHHIUTE J10
BPENHO WIH HE3aKOHHO CBbIbPXKAHHE M TOBCJACHHE B HHTEPHET B CBOTBETCTBHE C
AeHCTBaNIOTo 3aKOHoAaTeNcTBo Ha Penybanka buarapus.

3. H3BbpiuBa nepHoOHYEH TIperiie]] Ha KOMIIOThPHATa Mpeska Ha o0pasoBaTeHaTa
MHCTHTYLIMS 332 HaIMYHC Ha BB3MOXHH 3aIUIax¥ M PUCKOBC 32 CHTYPHOCTTa Ha Ji€lata H
YueHHIUTE NpH paboTa B HHTEPHET.

4, Cnemm tpaduka, OCBUICCTBIBAH Ype3 KOMMIOTbPHATa Mpexa Ha 0Opa3oBaTenHaTa
HHCTHTYLIHS.

5. Tlpemnpuema He3aGaBHM MEpPKH 3a NPEYCTAHOBABAHE HA JOCTHIA Ha JeLaTa U
YYEHHLIMTE 10 HE3AKOHHO H BPEIHO ChIbpPXaHHE B MpEXKATA.

6. Vsenomssa He3a0aBHO JUPEKTOPA HA JIETCKATa IPAMHA/YIUITULIIETO TIPH CIIy4Yan

Ha KknOepTopMO3, HapyllaBaHe Ha [paBWJaTa HIH MpH YCTAHOBABAHE HAa HE3aKOHHO
CBABPKAHHUE WK MOBEJICHUE B MPEXKATa,
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" MEpKH
7. Copeiictsa 3a ycTanosssaue na H3BLPUIHTENH HA KHOEPTOPMO3 H MpHIara Mep
33 OrpaHHYABANC HA TAKHBA CNyYan.

Hacr I1. Npasa u orrosopHocTh Ha ponutennte!

Ponurenure nmar npaso na:

1. Tlonyuasar nudopmaus 3a PHCKOBeTe 1 3annaxHre 3a 6e30nacHOCTTA Ha
TCXHITC ZeLa IpH PaGoTa B MHTEPHET B ACTCKATA MPAAHHA/yHIUIHILETO H BKBIIH.

2. Buaar croeBpemenno HHGOPMHpaHH, ako AeTeTo UM € 00eKT Ha KHOepTOpMO3 B
ACTCKaTa rpaaMHa/yquwiIMmero,

3. VyacTBar ¢chBMecTHO ¢ PBKOBOJACTBOTO Ha 00pa3oBaTeHaTa HHCTHTYLIMA NPH
Pa3pelllaBaie Ha BCEKH KOHKPETEH MpobicM, CBbp3an ¢ HapyaBaHe Ha NPaBHIATa OT CTpaHa
Ha TeXHHTE Jena.

4. Yuactar cbe cBOM NpemoKeHHS B ONpeNENsIHETO Ha NPABHIIATa M MEPKHTE 32
Oe3omacHo u3nom3Bane Ha HHTEPHET B A€TCKaTa I'PATHHA/YIHINIIETO.

5. THonyyar undopmarms 3a MH(}OPMANMOHHO-CHTHATH3ALMOHHH TIATGOPMH KATO

www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www_safenet.bg;
www.facebook.com/bgcybercrime.

Ponutenure HOCAT OTrOBOPHOCT /1a:

1. Ilomornar Ha neteto cu na H3rpaiH YMEHHA 3a OHNaliH o0lIyBaHe H 6e3onacHo
M3M0/I3BaHE Ha MHTEPHET.

2. OchbluecTBaBaT MOCTOSHEH KOHTPOJI 33 CHI'YPHOCTTA Ha JIETETO CH B HHTEPHET.

3. TIposBABAT HHTEpEC KbM aKTHBHOCTTA Ha JIETETO CH B MpEXaTa, BKIIOYHTEIHO U
Cb3/1aBaHETO HAa MPOGHMIH B COUMATHH MpEXH M PETHCTPAalHH B caiiToBe W MOOMIHH
TPWIOKCHHA, KaKTO M Jla  pasiCHAT TOCHEJCTBMATA OT  CHL3ABAHETO  W/HIH
Pa3NpoCTPaHEHHETO Ha OMPEAENECHO ChAbpPKAHHE.

4. Tlpu ycTaHOBsBAHC, Ye JIETETO MM € KEpTBA Ha kHGepTOpMO3, J1a CHrHANH3MpaT Ha
otaen ,. Kubepnpecrsnroctr” xsM [naBHa AupeKUnus ,.bopba ¢ oprannsnpanara MpecThIHOCT”
(http://www.cybercrime.bg/bg), HIIH Hentospa 3a 6e3onacen HHTEpHET
(https://www.safenet.bg/), kakTo ¥ MoraT na MOTBPCAT ChAekicTBHE OT qupekmus , ComManto
TO/iNoOMArane™ 110 MECTOXKHUBECHE Ha JICTETO C L€/l OKA3BAHE HA TICHXOJIOTHYECKa nojkpena
Ha nerero. B To3um cnydaH TpabBa ma yeegomar? u AHPEKTOpa Ha oOpa3oBaTenHata
HHCTHUTYLIUS.

5. CobxpaHsBaT 3paBeTO Ha JIETETO, KaTo NMPOC/IeASBaT BPEMETO 3a H3MO0N3BaHE Ha
HHTEpHET,

6. YBenoMmaT AHpekTOpa Ha 0Opa3oBaTeNHATa HHCTHTYLIMSI, KOFaTO HM CTaHe
M3BECTHO, Y€ [CTCTO UM € 00EKT Ha TOPMO3 OT JIPYTo AETE, C KOETOo ¢ B €IHO U CBILO
YYHIIHLLE.

Kato JjeTe M y4eHHK CBM [IBKCH Ji@ ClasBaM CjleIHHTE npaBuna. Ako ce

! Or ctpana na o6pasosare/HaTa HECTHTYLS CeABA Aa 6BAAT NPEANPHETH HEOBXOAUMHTE AeHiCTBHA poauTennTe
Aa 0b1aT 3an03HaTH C TEXHHTE NpaBa M OTFOBOPHOCTH M C NpaBuiaTa 3a Gesonacua pabora B HHTCPHET, KOMTO
AeuaTa ¥ Y4eHHUUTE €a 3aAbAKEHH 1A CNa3BaT

? VBenoMABaHETO MOXe 1a Gb1e B ycTHA MM mHCMeHa (popMa, KaTo 3a NpeaNOYHTAHE € MMCMEHAaTa TaKaBa.
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3aTPy/HABAM B TAXHOTO pasbupane, mora na nonyua nojikpena ot poaAUTEN HiK OT yuuTel, 3a
13 M1 6baar obscuewn:

1. Jla ne naBam mruna MHPOPMaLsL: 1iMe, anpec, apona OT eIeKTPOHHA MOLa,
npodun B coumanua mpexa, e Tenedonen nomep, AcTckara rpaiia/ydmIHLICTo, B
KOETO yya.

2- )Ia HC JaBam nuqsopmaulm 3a Mcc1‘opa60'ra'ra HJIN JIHUCI H c11y>1<c6cn TCJICd)OHC"
HOMEp Ha poxuTennTe, HACTONHIUUTE, GAN3KHTE, NPHATENNTE, ChYUYEHHIUTE H MO3HATHTE CH
6¢3 TaxHo paspewenne.

3. Jla He M3npawam M 1a He KAuBaM OHIAiiH CBOM CHUMKH H BHIea, Ge3 npeau ToBa
/1a € 06CHACHO M B3CTO PEWIEHHC C POAHTCIHTE Ml

4. Jla He H3npamam M Aa He KayBaM OHJaliH CHHMKH U BHJIea Ha NPUATEIH,
ChY4CHHIM, POIIHHEH, YIHTEIH, GIH3KH, NO3HATH U Ap., B3 NpeH ToBa Ja e 06ChACHO C TAX,

a B Clly4auTe, KOraTo ce Kacae 3a MOW NMpPHATENH, CbYYCHHIH, Ja € CBhIJIaCyBaHO OT TAXHa
CTPaHa U C POIMTENINTE HM.

5. Jla He OTroBapsM M [a He OTBapsAM IPHKayeHH (paiiloBe Ha eNEeKTPOHHA NOINa,
ToJTy4YeHa OT MENOo3HAT MojaTeNl. Ta MOXe Ja ChAbpXKa BHPYC WIIM JIpyra 37MOBpeiHa
Nporpama, KOATO 1a yBpeIu KOMIIOThpa/TenedoHa/TabneTta WM A2 IO HANpaBH yA3BHM 3a
BBHIIECH JOCTHII. ‘

6. llle ce mochBeTBAM C POAMTENNTE CH/YUHTEN, TPE/H 1a CBAlsl HIIH HHCTAIHPaM
HOBA IIPOrPaMa/mprIIOKEHHE Ha KOMIIOTHP, Tenedon, TabneT, KAKTO U HE NPaBs HHILO, KOETO
MOX€E da yBpeau KOMITIOTEpPA UIIH 4Ype3 AaACHO ,ueﬁcmne Aa C€ pa3sKpHAT IOAaHHH 3a MECH H
CEMEHCTBOTO MH.

7. Hemara, KOMTO npaBsi B HHTEPHET, He TpA0Ba Ja BPeAAT Ha APYTH X0pa HIIH J1a
NPOTHBOpPEYAT Ha YyCTAHOBCHHUTE TIPaBUJIa (4acT OT TAX €a YPEACHH B 3aKOHH).

8. U3sBecTHO MM €, ye e 3a0paHeHo Ja ce H3MON3Ba YYKJ0 MOTpeOUTENCKO HME,
MapoJja U CJICKTPOHHA [OLIA.

9. lla HE MHUIIa H Ja HE Ka4yBaM HHIIO, KOCTO MOXE Ja € 06“;‘.[!-]0 HIH YHU3HTEIIHO 334
MEH WM 32 IpYTH X0pa.

10. He3abaBHo uHGOpMHpaM Bb3pacTeH (pOAHUTEN, YUHTEN, THPEKTOP,

IICOarorM4ecky CHBCTHHK), KOraTo NonajgHa Ha MaTephali, KOMTO MC Kapart Jia ce YyBCTBaM
HeyA00HO WIHM Ha MaTepHaIH ¢ BpeHO HIH HE3aKOHHO CHAbpiKaHHE, KOETO MoXe Ha Oble
nopuorpagus, MPONOBAABAHE HA HACWIMC M TCPOPH3BM, CTHHYECKA W pENUTHO3HA
HeTOJIEpaHTHOCT, THPrOBUS C HAPKOTHLH, Xa3apT U Jp.

11. Jla ne orroapam Ha CbOOLICHHSA, KOUTO Ca 0OKIHH, 3aTUTALINTE/IHHN, HENPUINYHH
WIH Me KapaT Ja ce 4yBcTBaM HeynaoOHo. Hudopmupam pomurennte cu/knacHus
PBKOBOAMTEI, YUHTCH, THPEKTOP, NICAArOIHYCCKH CHBCTHHK 33 TAKHBA CHOOLICHHA.

12. Axo HaKoii Me 00K MM TOPMO3H OHJIAIH, HE OTroBapsM. JloKIafBaM ro Ha
OTTOBOPEH BB3pacTeH (POAMTEN, Y4HMTEIl, IMPEKTOP, NENArOrHYECKH ChBETHUK). Mora 1 cam
fa JOKIagBaM, K4aTO MOJAAM CHTHAI Ha CaMMd CaliT MIH Ha [OCOYEHHTE afIpecH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg i ro Gmokupam. Jlobpe e na Hampass
BCIHAra CKpPaHHa CHHMKA (CKPHHMHILIOT) Ha CHOTBETHMA Pa3rOBOP WM CHALPKAHKE KaTo
E/IEKTPOHHO NOKa3aTe/ICTBO, KOETO NpefiaBaM Ha OTrOBOPEH BB3pacTeH (pomuTen, yuuTen,
JIUPEKTOP, MENArOrHYCCKH CHBETHHK).

13. Bunmasawm, korato pasrosapsam B yat. [lomas npasuno Nel: ue XOpara OHJIaifH He
BHHArM ca T€3H, 32 KOMTO CE TMPEJCTAaBAT M MOTaT [a ThPCAT ONpejeneHa MHMOPMALH, ¢
KOATO 212 370YNOTPeOST ¢ MeH WM ¢ npyruTe Xopa. [lpasmno Ne2 € ye He npas HEMO Ha
ApYT HOBEK B MpEXaTa, KOETO HE HCKaM J1a MH C€ CIIy4H M Ha MEH.

14. Axo ce cryun a nonaasa Ha ©HGOPMAalKs WK ApYro cChabpXkKaHHe B Mpexara,
KOCTO HE MM XapecBa HIM M€ IUIAlIM MO HAKAKLB HAYMH, MOTa f[a IOJAM CHMICHAN Ha
feHOHOWHATA K OesriatHa HaipoHanHara TenedonHa JMHMA 3a nena 116 111, na oraen
»Kubepnpecrsnnoct na I'JIBOI] (http://www.cybercrime bg/bg), na Llentbpa 3a Gesonacen
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WHTEPHET Ha afipec: www.safenet.bg, wnu wa Texuuy tenedon 124 123, unu npe3 yar-Moayna
Ha www.safenet.bg .

15. TpabBa na He npremam cpewy ¢ JIHLIA, C KOMTO CHhM Ce 3aMo3Hall/a B HHTEPHET,
OCBCH CIICA CBINIACHETO HA POAHTEAMTC MH. IToMus, ue xopara, C KOHTO CC 3aI03HABaM
OHJIaHH, He BHHATH Ca Te3M, 33 KOHUTO ce npeacraBar. OnurBaM ce BUHArd Ia NpoBepABaM
Al HOBEKBT OTCPELIA HAHCTHHA € TO3H, 32 KOrOTO Ce TIIpe/icTaBs 4Ype3 MpOBEpKa M0 HME,
HMCHII, CHUMKA H KOHTPONEH BBOpPOC, HA KOiTO On Tpsa0Bano ga 3Hae OTroBOpa, ako €
HaucrnHa To3H. [Ipu cbMHenne Moxke 1a mogam crrnan wm J1a IOTHPCA CHBCT Ipe3 CaiTa Ha
Lenrbpa 3a Gesonacen unreprer www.safenet.bg,

16. U3nonseam HacCTpoHKHTE 3a 6e30macnocT u 3aIMTaTA HA THYHUTE JAHHU Ha
COLHATTHATE MpPEXH, MOOHITHUTE NIPHNOKEHHUS 1 Opaysnpure.

17. Usnomssam dynxuusra 3a Oe3omnacno cepdupane. [a He nmocemanaM CaiToBE B
HHTEPHET, KOHTO Ca ChC ChABPIKAHHE, HEMOXOMSIIO 32 eTcKa ayUTOpHSL.

18. Msnonseam tpymim (BATH, ¢ rIaBNM M MamKH OykBH, HbpH U cEUHATHH
3HALM) H Pa3N4HH 3a BCEKH caiiT naponu.

19. Mznomssam aHTHBHDYCHA NPOrpaMa, KOATO Cle/IBa PEIOBHO JIE C¢ 0GHOBABA.
3aclHO ¢ OTTOBOPHHTE BL3pacTHH (pomiTen, yumren, aupekTop), MoambpKaM MOCTENHHTE
AKTYAIM3HPAHH BEPCHH Ha BCHUKH NIPOTrPaMH H TIPHIIOKEHHS.

20. Axo monseam o6y KOMIIOTPH, BUHArH NPOBEPSBAM JalH CbM HILA3BI/H3/A3/1a
oT nmpoduna cu, cieq Karo CBBpUIA Yaca. B cnyva, ue nameps ycrpoiictso, Ha koeTo apyr
Y4eHHK € paboTui, HO He e 3aTBOpHT npodHna cu, BeaHara we M3ns3a Ge3 Ja Ipernexaa,
TPOMEHAM UM 106aBAM HHGOPMaLKs B npodHia My.

21. TpsbBa aa uMaM npeaBHI, Ye KOraTo nyOIIHKyBaM HeBAPHA H H30MayeHa
MH(OPMAITHA 32 JIPYT HOBEK, JI0PH C ACHATA MHCLII, ¢ TOBA LIIEra, TOBa MOKE /1 IOBE/IE 10
anoynotpeba 1 10 HENPHATHH NPEXUBABAHHS 32 TO3H YOBEK.

CBBETH 3A 3]IPABETO

3a j1a pabotuTe 1a KOMMIOTBP, 6¢3 1a YBpEAHTE CBOCTO 3/1paBe, peyBail BpeMeTo cH B
OHNaiHH H odJ1aiiH cpena, kaTo cnaspaiite cleaunTe npaBHa:

3A IA HE YBPEJIMTE 3PEHHETO CH:

3a na ne YBpeIHTE 3PCHHETO CH:
Pa3CTOAHHETO MEXIY OYHTE H MOHHTOpA 'I'p}{GBﬂ aa Ob1e okono NOJIOBHH METBP,;

Pa3CTOAHHETO MEXY OYHTC H KJIaBHaTypara Ja ObJ1e 0K0J10 MMONIOBHH METBD,
BBpXY MOHHTOpa He TpHGBH da ronaaa npsKa CJbH4YCBa CBETJIHHA;
HE pa60m B CTafA, KbAETO HMa CMECEHA CBeTJIHHA — CThHYEBa H H3KYCTBEHA,

BPCAHO 3a OYMTE €, aKO 3a]l MOHHTOpA Ja HMa Impo3open 6e3 IIOpH H 3aBecCH,

L T T T Y

32 Jla OTNOYHBAT OYMTE, OT BpeME Ha BpEME OTMECTBaliTe MOriea OT MOHHTOpA M
ToTJIexkzal mpe3 Mpo3opela WK KbM Haif-1aneyHns Kpail Ha cTadTa BbpXy Janede 00exT;

v’ €/MH ITLT B FOJWHATA IPOBCPABAIl 3PEHHETO CH NPH OYEH JIeKap (ogramonor).

IIpn pabora ¢ knaBuaTypara:
He MpersBail KUTKara, Korato MHILeNI;
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v ii ne
CIr'nBan neko npncTiTe Ha pPLKRaT

v" nobpe e x

Tipu paGora ¢ Mumka:

a noTnyckaii naneua;

d H3non3samn KIaBuaTypa ¢ Kiasiwm, Koo ca 1104 JICK 11aKJIOIL.

MIULLIKaTa Tpa0Ba fa Gbae ¢ pasmepa Ha ANaHTa;

v ’

HC IBIKI MUILKATA €aMo C NaJela ¥ Mankis npBCT,
v NOJI3Bali MOOX O/ NOLTOKKA 33 MUILIKATA.
Meb6eanre
v

CTONBT TpAOBa nAa OBbAEe Ha Konenua, ¢ peryaMpyeMa BHCOYHHAa Ha cejajikaTa H

obnerankara, KoATo TPsAGRa 1A OCHIypH onopa Ha rpbOHaYHUA CTHIO B 0671acTTa HA KPBCTA,

v 610poTo TpAGRa Na Gbe CTAGMIHO M YCTOHYMBO Ha BUOPAIMHL.
CXEMA 3A YBEJOMSBAHE B CJ1YYAH HA KUBEPTOPMO3
CucremMeH agfMHHUCTpATOp VYyutesn, Bb3MHTATEN,
(cmy»uTEN HITH BLHLIEH PBKOBOAUTEN
CTICIHATHCT) nanpasnenne UKT,
JOUPEKTOP, MeNATOrHYECKH
CrenUanHeT Poprren,
HacCTOHHMK,
rone4uren, Apyr
Tonarar rprku
33 JIETETO
Jupektop

L

/

e

Hannonanna ten. 1HHHA 3a

I'IBOIT Juperams
Otaen KnubGepnpecrenHoct™ »Coumanuo )
www.cybercrime.bg nojnomarase

Tell. Ha LleHTBp 32
Oe30maceH MHTEPHET

124 123
www.safenet.bg

nema 116 111 /
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KPATBHK PEYHHK U 1IOITBJIHHTEJIHH CHBETH:

KAYBAHE H CIIOJE/ISIHE HA CHUMKH — CuuMkH Wi BHAEO Ha JIETe, Y4eHHK,
POAHTCN, YYHTCH, JHPCKTOP, IICHXOJOr, PECypceH y4uTen, OiM3KH, NPHATCIH, MNO3HATH HIH
HETO3HATH JMLA ca MyOMHYHO NOCTHIHRH H30GPaKEHH B HHTEPHET, KOHTO MOTar Jia €a KaueHH
OT POAMTCINTE WIH APYTH 9NCHOBE HA CEMCHCTBOTO, NPHUATENH, CBYUCHHII 1 AP. Te3n, kouTO
Ca TH CMONETHINW/KAYMIN B HHTEPHET, MOXe 138 HMAT H3LANO JoOpH HAMEPEHHA KbM Hero/Hesl.
Koraro ce xacae 3a ciumiar, Ha KOUTO HE CTe aBTOp, ChUMTE He MOrar Aa GbIaT MoN3BaHU H
NOMynsapu3Hpad Ge3 cbraacmero Ha TexHuss asTop. Ho TakoBa ChHABpXKAHHE MOXe Ja
HaKbPHABA JITIHOCTTA H AOCTOHHCTBOTO HA mHUETO. [IpenopbunTento € No HUKAKbBE MOBOX 12
HE C¢ Ka4BaT CHHMKU H2 JeTe, 3a KOMTO MMa H Hail-MaJKoTO ChMHEHHe, Ye Morar aa My
HaBpenaT H Ge3 weroBo cwriaacke. CIOHENAHETO HAa CHUMKHM ¢ 9€CTO CPENIaHO ABIEHHE B
COLTHATHHTE MPEXH, 3aTOBa OCHOBHA TPEMOpPBKA € MoJ00HH CHHMKH Ja ce CTOIENAT CaMo C
X0paTa OT CIHCBKA C TIPHATENM HA YOBEKA, KOMTO MCKA Ja Kaud CHUMKATa, M olle rno-gobpe —
CaMo C rpymara Ha Hai-GMH3KH TIPHATeNH OT peanHHs XKHBOT. BaXHo e, Koraro ce CHUMa ChC
CMapT¢OH, /ia Ce YBEPHTE, e CHHMKHTE He ce KayBaT aBTOMATHUHO B IIPO(HIA HA POMTEA HIIH
OeTeTo B caiiToBe kato MucTarpam HanpimMep. B npoduinte cu B counansuTe MpexH Tpabsa aa
CTC CHTYPHHM, Y€ CTC HACTPOWJIM JIOCTHIA JIO CHHMKHTE CH TaKa, Y€ A3 Ce€ BIDKIAT CaMO OT
npuATenuTe Bu. Cpmoro ce oTHacs M 3a HacTpoiikure Ha OONAaYHH YCIYrH, B KOHTO cCe
CBABPKAT CHUMKH H MHPOPMaLHS.

DAJIIIUBA HOBHHMH - Cr3parenure na Ganumusy HOBUHH H3IION3BAT TPAUIIAOHHH
MEIHHHH TOXBAaTH 3a NpPHBIHYaHE BHHMAHHETO Ha 4YHTAaTeNd, HAUPHMEDP NPOBOKHPALIM
3arJaBMA, HO YCIABaT 1a TO 3a0My/IAT M 11a TO HAKapaT ja NOBAPBA, Y€ HH(OPMALMUATA, KOATO
qeTe, € HCTHHCKa.

Kak na pasno3naeM gajmuBHTe HOBHHH:

e [IpaBete pazmuka Mex 1y XyMOPHCTHYHH H CEpHO3HH HOBHHAPCKH caiiToBe. 3anuraiite ce —
no3HaBaTe M Meauara W uMmare jau i posepue? Ilposepete namy 3ariasuero, KOETO 4ecTo €
TPEMKO H IIOMIIO3HO OTTOBapA Ha ChABPKAHNETO Ha HOBHHATA,

» [lpoBepeTe aaMM AypHATHCTET € MOCOYHI KOHKPETHO H3TOMHHKA Ha HHbOpMALHs HITH
uHpopMauuaTa ce Gasupa Ha Apyra cratha. [lpoBepere AanM OCHOBHHMAT H3TOYHHMK Ha
undopmMalHa € J0CTOBepeH. BHHArK mornexiaanTe HAayaluoToO MIM Kpas Ha CTaTHATA, KbJIETO
00OHKHOBEHO € MOCO4YeH H3TOYHHKBT Ha HH(popMmauus. Ako ce Kacae 3a HHbOPMAlUHs, KOATO
IMPOH3/H3a OT JbPXKABHA MHCTHTYIHS, MpoBepeTe opHUMATHATA i CTpaHMNa jand Gurypupa
Ta3 HOBHHA MIH NOTBPCETE CKCNEPT IO TEMaTa OT JajieHaTa HHCTHTYLHA, AKO HE € IOCOYeH
H3TOYHHK, € PeJHO Ja ce ChbMHfABaTe B JOCTOBEPHOCTTAa Ha HOBHHaTa. B moBeuero poctoBepHM
MaTepHai C¢ 10coYBa HAa4MHa Ha chOMpaHe HA MHGOPMAUMATA M ABTOPa Ha MyONMKALMATA.
[penopBYHTENHO € [a e CPaBHH HHPOPMALHATA, aKo e NyOIHKYBaHa B pasTHYHU H3TOUHHIIH,

» AKO NomajHeTe Ha CTaTuA, yONHKYBaHa B HEMO3HAT 3a Bac O1or, a MHpopMalHTa He e
THpakHpaHa HHKBZE ApYrajie, TOBa € 3HaK, e HOBHHATa Moxe O e pamunsa. Bunaru Thpcete
W JIpyrM pe3yiTaTH No TeMmaTa, a 2aKo T€ Ca Malko HIH HHKAaKBH, mo-fobpe He
pas3npocTpaHsABaiiTe HOBHHATA;
o TlpoBepeTe naraTa Ha MyONHKAIHATA, Thil KATO YECTO CTaPH H HEAKTYaIllHH HOBHHU Ce

MYCKaT KaTO HOBH.

OHJIAMH (KHBEP)TOPMO3bT npe/icraBisBa H3MON3BaHETO HA MHTEPHET 32
HaHacfAHe Ha eMOLIMOHAIHA BpeJa BHPXY IpyrH xopa. TOpMO3ET B MHTEDHET MOXe Ja HMa
pasmmann dopmu. Tol MOXe 1a MMHABAa Npe3 pasnpoCTPaHABAHE HA [OJUrPABATCIHH U
0OHIHM CHUMKH H BHEOKIHIIOBE B CaiTOBE 32 CIOJE/THE Ha BHAEOCHABPKaHHE KaTo Vbox7
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" YouTube, Cb3NlaBane Ha
Karo Ask.fin, DelicOyk u U
33 KOMYHHKanus xaro Ck
KOMCHTapH, B chuwure cajir

(anumen npodumm ¢ 06MAHO ChLABPKAHNE B COIMATTHH MPEKH
HCTarpam, KakTo u B chobwicins 1t H306PDKCHHN B [IPHIOKCHHS
aiin u BaiiGup, um s H3MpalateTo Ha OOHAHH CchOOLEHNs H
OBC 1 1nardopmu.

KPAXBATA HA IPO®UIL (xaknat mpodu) npesicTaBnsBa NMPHCBOABAICTO HA
UYXA notpeburencku npodun B couuanna Mperka, niatopMa 3a oblnyBaHe (HanpuMep
Peiicoyx), CIICKTPOHHA 10ma 1w ;pyr caiir. Kpax6ara craBa pbp3MOXKHA UpC3 BIH3AHE C
MPaBHIHATA Napofla W HeliHaTa MOMAHA ¢ HOBa M HEM3BECTHA 33 YoBeKa, Ha KOroTo
NpHHAnnexu npodunsT. Bpimoxmo e cnex kpax0ara mpoduiast Aa ce m3momssa 6es
3HaHHETO U ChITIacHeTo Ha ITbPBOHAYANHHA cOOCTBEHHK. AKO Ha JieTe MOJ 3aAbIDKUTEIHATA
33 TNOBEYETO COLMAITHH MPCXH BB3pacT or 13 rogunu (Tazn BL3pacT € Takasa, 3alOTO IO-
rolisgMara 4acT ot TIOMYNAPHA COLHATHY MpeXH ca aMepHKaHCKH M MPaBHIIaTa 3a Mo3BaHe ca
Chobpasenn ¢ amepnkanckoTo 3aKOHOJATENCTBO) CE Ch3naBa coOCTBEeH mpOGHI BHB
®Deiicyk, MHOTO € BaHO npH 1300pa Ha BB3pacT Ja ce u3bepe mox 18 roauny, Thif Kato 3a
HEIMBJIHOJICTHHUTE HOTpC6HTEHPI HMa BAXXHU JON'BJTHUTEJIHH 3a1[UTH,

KPAJKBATA HA JINYHH TAHHH ¢ BHA KOMIIOTHPHO TPECTBILIEHKE, IIpH KOETO
Ce mpuIOOMBAT YYIH JIMYHH [aHHM C Len (UHAHCOBA H3MAMa WIH 370ymoTpeba Kato
Terene oT GaHKOBa CMETKA, WM KAH/MIATCTBAHE 33 KPEIUT OT 4yX0 HMe. TasH OmacHOCT
IO MPHHIUIT HE 3acAra Mo-MAJIKHTe Jelia, KOHTO He NPHTEXaBaT JHYHH JOKYMEHTH, OaHKOBH
CMCTKM WM Kkapru. Ho npu tmitneipknpure nan 14-rofumba Bb3pacT TO3M PHCK CTaBa
aKTyaseH.

OULUHUHI" ATAKMTE ca Haii-pasnpoctpaeHaTa ¢opMa Ha UHTepHeT m3mama u
IIMPOKO H3II0J3BaH II0XBAT OT KOMIIOTHDHH NPECTHIHHIM 33 MOMYYaBAHE HA BaKHa
HHpopMaumd. Toa mnpecTbmieHHe ce Hapuya ,,(ummHHr” (,phishing” — "3apubsBane”,
npousnusa or fishing — pu6o108), 3aLI0TO €NEKTPOHNUKMTE CHLOGWICHHS, KOHTO CE pasmpamar,
ca KaTo ,,BBIHLA” C OCHOBHa LeJ TOJyYaTellHTe Ja C€ ,XBaHAT' Ha TAX MOPANH CBOSTA
HEONMTHOCT M HCOCBEJOMEHOCT, Karo MM OTroBopsaT. [Ipu ¢ummura wamammmiure
pa3npallar enexTpoHHa Molla, KOATO NMpEeTeHANpa, Ye HABA OT MOYTeHa KOMIMAHHA H ce
ONMMTBA fa ybemu nomyuartens fa Jajic BakHa JM4HA WIM (DHHAaHCOBA uHopmarms.
Enexrpontoto choblenne o0HKHOBEHO MOMM fa ce M3NpATAT JMYHH NAHHH M JAHHH 32
GanKkoBa cMeTKa B OTrOBOP MIH Ja C¢ BbBEAAT Ha yebcaiit, KbM KolTO uMa Bpb3ka. Te3u
AQHHH Ca HanpHMep NOTPEOHTENICKH HMEHa, MapoH H HOMepa Ha KPEHTHH KapTH.

KAK CE NA3APYBA BE3ONACHO B UHTEPHET? Ilpeau na nasapyBare OT
CJICKTPOHCH MarashH, € MOJIC3HO Ja OOBLPHCTC BHMMAHME HAMM4HA M € MHQOpMAuus 3a
MMeTo, anpeca H TeneoHa Ha ThproBeua. He mnponmyckaiite aa NPOBEPHTE W JailH
AOCTABYHKBT € NMOCOTHI H3PHIHO MPaBOTO BH mo 3akoH ma ce oTkaxere oT mopbukara B
pamkute Ha 14 nun. [lomesHo Gu GHIO 1a MpodeTeTe BBHB hopymHTe OT3HBH OT ApyrH
TIOTPEOHTEIIH, KOMTO BEYE Ca Na3apyBalH OT BLIPOCHHS CJIEKTPOHCH MarasuH, KbM KOMTO CTe
Ce HaCOYHIH. THProBeUsT € LThXeH Xa BH HHGOpMIpa 32 OCHOBHHTe XapaKTEPUCTHKH Ha
BCAKA OT MpejUIaraHuTe OT HEro CTOKM M ycnyrd. Toii Tps6Ba na Mocoun TAXHATa IeHa ¢
BKIII0YEHH BCHYKH JaHbLUM H TaKCH, KaKTO H CTOMHOCTTA Ha MOLIEHCKHTE HITH TPaHCIIOPTHHTE
Pa3X0lH, aKo He ce BKIIOYCHH B KpaifHata Lena. Ha caiita cnenpa f1a 611e M0CoueH HATHHLT
Ha Talliane, 10CTaBKa H H3IMLIHEHHE Ha JIoroBopa. Bamre mpago e 1a BbpHere, 3aKyTieHaTa
OT EJICKTPOHCH Mara3iH CTOKa, aKo ce OKaxe JAetekTHa. Pexiamanuara cu 3a IedeKTHa cTOKa
CJIEABA N1a PEIABHTE B HAKOH OT 0OEKTHTE Ha THLProBela, OT KOHTO CTe 3aKymWIH. AKo
TBPrOBCIBT yBakH peknamanuara B, B pamkute Ha mecer Tps0Ba WM Ja peMOHTHpa
GesnaTho 3a Bac crokara win a 1 3aMeny ¢ Hosa. B CIIy4ail 4e He ycnee 1a CTOPH €HO OT
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ABETE, CIE€ABA WIH 1A HAMAIH 1l€HaTa, WIH /12 BLpPHeTe CTOKaTta, a Toit Aa Bu BB3CTaHOBM
3aIU1aTCHATa 33 HeA CyMma.

3AIIUTA HA KOMIIIOTBPHHUTE MPE)KH OT OIIACHA EJIEKTPOHHA IIOLIA

I. He TpaGBa na ce nposBsBa MHMLMATHBA 32 MOTyyaBaHe Ha HMEILT HCMA, HHTEPHET
CTPaHHLH, KOHTO NPEANAraT 6e3MIaTHy HIH MIaTeH YCIIYTH ¥ CTOKH, 4ECTO MPEANaramiy a
BH H3NPATAT MPOMOLMA No e-mail. OTkaxeTe Takasa ycnyra.

2. Mmeiin agpecwT ce cnomens camo mpu Hyxna. Koraro ce npepasa 0 €aMH HIH
ApYT MOBOX, ce BHHMaBa 3a CICJIHUTE [ABE Hella: MbPBO JAIM OpraHM3allHATa HIK YOBEKBT,
KOHTO TO NOMY9aBaT, WIE BH H3MPATH HCKENAH MMEILI; BTOPO, MOXE JIH JIa CC Pa3yHTa, 1¢

HMEHT afipechT HAMa a ObJle AajeH Ha TPETO MHile.
3. He ce oTBapsaT umeimTe B Hexenana noma. Hukora e ce OTBapsiiTe NIPHKaYEHH

daiinore B choOMmEHHA OT Hemo3HaT u3npaiay. AKo He ce no3HaBa UMeTo B nonero ,,0OT”, He
OTBapAKTE NPHKa4YeHUs daitn.

4. Axo ce MOTyYH HEOYAaKBAHO CHLOGIIEHHE ChC CTpaHeH INpHKayeH ¢aiin OT Mo3HaT
u3npamay, To 6M mormo na cwanpxa BHpyc. Muoro 3JI0BpEIHH NPOTpaMMu  ce
PasnpoCTpaHABAT N0 BCHYKH KOHTAKTH, KOMTO HAMEpAT B MOLIATa Ha 3apa3eHHs KOMIIOTBP.
TaxuBa crobmenns gecto uMar cTpanHa TeMa WM HME Ha npukauenus ¢ain. Yecto ToBa €
IIETOBUTO CHOOIIeHHe, HAChpYaBallO NOMyyaTeNld JAa BHAM KAPTHHKA HIH 1a npoyere
TNIPHKAYCH TEKCTOBH (aiin. Bunarn M3uckBaiite MOTBLPKIEHHE OT H3npamaya, npeau aa

OTBOpPHTE CHOOMEHHe HIIH ITpHKaYeH (ailll OT TAKbB BUI.
5. IlposepsiBa ce mbiHOTO MMe Ha mpukadenus ¢aiin. Ckpurure PasIIUpEeHUs oT

HMETO Ha daiina MoraT Ja 3abiyisT Oa OTBOPHTE 3apaseH NpHKadyeH daiin or nmeitna.
Bunaru ce mpoBcpABa JaiM HMCHI NPHIOKEIMETO [10KA3Ba MBIHOTO UME Ha TIPHKAYCHHS
~ (aiin, BKIIOYHTENHO pasimmpenneTo. BHpycH i YepBen Morar aa ce CHABPXKAT BbB (aiinose,
KOHTO H3IJIEXK/AT KaTO KapTHHKH, HANPUMep ¢ pastmpene .jpg. Ho e BhIMOKHO j1a uMaT
CKPHTO pa3lINpEHHE, KaTo .exe WIH .vbs KbM HMeTo Ha (aiila, KoeTo o3HauaBa, ye
NpHKaYeHuAT (aill He € KapTHHKa, a Mporpama, KosATo WIC CC CTapTHpa, IOM ce OTBOpPH

TpHKadeHus (aiin.
6. Buumasa cc ¢ QammumsaTe npenynpexicHns 3a  BupycH. DanmmeuTe

IpeaynpexcAeHHs 3a BADYCH ca H3BeCTHH Kato "hoaxes". Toa e (amumso crobmenue, koeto
TMO/IBEX/1a MOTPEGHTEIHTE Ja BAPBAT, Y€ Ca NOJNYIHIIH BUPYC H TH HACHPYABA 14 NIPENPATAT

npeaynpexaeHHeTo Ha BCeKH, KOTOTO Mo3HaBar.
7. He oteapaite uMeHn, ChAbpxkam| HexcnaHa peknama. Toit moke ga Obae

H3M0/I3BaH 32 MpeHacsHe Ha BUpYcH M YepBed. OT cho0pakeHHA 3a CHIYpHOCT 61 TpaGBaio
[a M3TPHBAaTE BCHYKH PEKIAMHH CBOOLICHMA OT HEMO3HAT M3Npaiad BeAHAra, 0e3 Aa ru

OTBapATe.
8. He ce M3mon3Ba caMo ¢HA IMOMIEHCKA KyTHA 33 BcHMuko. Crenualucrare 1o

xuﬁepcm‘ypﬂocr NnpenopbYBAT Aa CC OTKPHBAT HAKOIKO pa3JIMYHH MOLUHK H J1a Ce pa3fendr 110

NpeiHa3Ha4YeHHE.
9. HU30sarsaiite cbllo Taka Aa mpenpatjare MHCMa MEXAY HAKOIKO BAalIN MOMIEHCKH

KYTHH.
4 10. He e npemopbuHTENHO JAa ce Tpenpamar NHCMAa N0 HAKOIKO 4YOBEKa
eaHoBpeMeHHO. OcobeHo TakuBa, OT THNA - "NpeEnpaTeTe ro Ao 7 4oBeka M LIE BH Ce CIyYH
Hello xybaBo" HIH "MOMOTrHeTe Ha OOTHOTO MH JIETE, KaTo NPENpaTHTe ToBa MUCMO Ha MHOTO
XOpa, eIM KOW CH me MM Jajic 3a BCeKkH 3 MMeina 5 1eHTa, Hanpumep. Tesu mucMma ce
pasnmpocTpaHsBar c nen cpOHpaHe Ha [eHCTBHTENHM HMeWN anpecH, TBH Karo IpH
npernpaiiase, KbM IIHCMOTO € J00aBAT aBTOMAaTHYHO H aPECHTE HA NPEJHHMTE IONYYaTeNH.
Crnel HAKOJIKO IIpeNnpamaius, B €qHO TaKoBa MHCMO ce ChOMpaT HAKOJIKO CTOTHIH PeaHH

HMCHI aapeca, KoHTO CJIC] TOBa CC NIpOJaBaT Ha (prMPl 3a cram.
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11. Ako BCe
d NaK UcKa
TC na NPEnpaTHTe HAKAKLB TEKCT HIH }Il{(I)ODMﬂlll{}-l, KOATO CTE

NOJYYHIIN, KONHpaii CCTA W T
Bmpy:m 4 n;ﬁi::fﬂ?;;:; 1;1 ;Z’Hl(lsl]l[‘)u’r'crc :(31'0 noso micmo. He npenpawaiire npezioro.

12. Axo mopam nsKasss ! ;ﬂ aKa e npeanasuTe NpHATENTE CH OT OBAELL CMIaM.
cnoxere anpeca s BOC (Blind Carlt)) mga IBPXTC Jia IIPCIlpaTI[TC opuurnuamlmo 1IHCMO,
HAMA Ja BWIN anpecute na l on Copy) ‘Bmecro B CC. Taka HHKOH OT MOJAy4aTegnTe

. CKPHeTe MonywaTenHTe ey ;?YT iTc IIO.IIY‘MICJIH. Mpuunnara 1a ro u3nossparc 1c ¢ aa
CJICKTPONNATA TIOWA Ha 1sxof ApyT, & 1a 4 NpeanasuTe, B cy4aii ye afpecHaTa KHUra HIiIH
BHPYCHA HHGCKIMS Ha o Oif OT TAX crane jocrsnna na cnam-6or (Hanpumep ropauH

{IIOTHpa My).

13. Teyan6a or notapus: me cre cneyemum. CnaMbpHTE H3MON3BAT HAif-pA3IHUITH

Egi{;‘:(;f;g:: ii?:m Ha NHCMaTa, 3a Ja HakapaT monmywaTens Aa i oTBopH. MHoro

1Ha OTBapAT mojao6uy mucma. Jlopu cica OTBAapsHCTO BCAHAra Aa ro
H3TPHETE, CaMOTO OTBapAHE HAa MHCMOTO G MOITIO Ja MOTBBP/AH, Y€ 2APECHT € peancH U BHE
CTC TO MOTYYMIIH.

14. OtnucBane or 6loneTnn, 3a KoiiTo He MOMHHMTE Ja cTe ce 3alMCBANH. Yecto
Cpelllal METoJl, W3MON3BaH OT CHaMBPUTC 33 HAMHPANC Ha aKTHBHHTC MOLICHCKH ajJipccH.
Wsnpama ce Glonetnn ¢ nuHk 3a ormucBade (YX) OT MOTY4aBaHETO MY. OrnucBaiKH ce,
BCBIHOCT MOTPeGHTEIAT NOTBBPKIABA, Y€ H3I013BA MOIEHCKATa KYTid, C KOETO BejHara
BJIM3a B CIIaM NHCTHTe. BMecto aa ce oTmHcBarte, GrokupaiiTe nony4aBaHeTo Ha mHCMa OT
TO3H aJpec.

15. He otBapsiire nucma, KOMTO ca (PMIIMET aTaKH. Haii-no0pusr HaduH fAa ce
3aIIMTHTE OT QHIIMHT aTAKH € KaTo HUKOra He oTBapATe QUUIMHT ITMCMA, HO 9ECTO € TPYAHO
11a ce pa3no3Hae Koe MHCMO e (UIIHHT aTaka. MoxeTe J1a I pa3o3Haere ro.

¢ O6psmenuero e "Dear Customer” i “Dear User", a He Baweto uMme.

o B IHCMOTO MHIlle, Ye aKkayHTHT BH 1we 6b1e npeKpateH B cyvaii, e He IOTBBPANTE
[aHHHTE cH He3abaBHO. /Hackopo cnaMbpHTE H3MON3Baxa MofobeH NOXBaT KoraTo Ckaiino ce
cpuna 3a 1 xen. Pasopoctpanuxa chobulenns, e CKaWII (¢ YUCTH HEAKTHBHU aKAYHTH H CC
JCKallle J1a ce pa3nparH cbobIieHHe Ha ToHe 15 noTpeGnTend, 32 1a ce AoKake aKTHBHOCT./

o VIMeiLTET 1Ba OT aKayHT, PHIIAYALL, HO HE e/JHAKDB C TO3H, KOHTO H3MON3Ba
M3BeCTHA (MpMa, OpraHM3aIys U Ap. AKO He CTE CHUTYpHH Jaji ITHCMOTO € ¢GUImUAT WIH He,
Haii-obpe € 1a He oTBapATe JHHKOBE, KOHTO Ca nyOIHKYBaHH B HEro, a Jia HalHIIeTe Ha
pBKa aJpeca Ha caiTa, KOMTo BH ¢ HeoOxoanMm.

o AKO CTe ITOJTy4HJIM TaKOBa IINCMO, 32 MPE/INOYHTAHE € 3 Grnoknparte agpeca, oT KOHTO
e usnpareno. Koraro ro Gnoxupare, Bue naare ykasaHisd Ha MOLCHCKHIAT KIHEHT, e TOBa €
cnam ¥ He TpaA6Ba aa ce npuema. IloBeuero norpe6uTenn 06aye NpoCTO M3TPHBAT Criama

TOH MpOXBJKABA /12 HABA B KyTHATA.

Tipabiiiia ca paspaGoTelin ¢ Orien (GOPMHPAUE HA WOMHTHX
YURIHIATA, KOMTO A3 OPTANHINDAT MIMOMBAHETO HA
IRAT | ‘Ha KOMMIOTHPHATA Mpeka. Na 0GpasoBATENHATA
| . 12 r7106ATHATA Mpeia, B CHYETAHME ChC CHCTeMa OT MEpKH 33
_eUrypHOCT A Ge30nactocT nia KeuaTa u ywenuuure. [IpHIATanero ust ia npa
 noBMINABAHETO Ha HHGODMUPANOCTTA A JMTMTAHATA [PAMOTHOCT Ha 0

= oy

 ena, PORHTeJIH, yuHTeIH, ARPEKTOPH N CIYKHTEH. |

TeHINAT KaKT

3 [Ipasunara ca Cbraacysatit i paspaboTeHH M ¢ y4aCTHETO Ha EKCIEPTH OT 0T ~KubepopectbnHocT” KM
I'naBra aupexiud ,.bop6a ¢ opraHnsHpaHara npectsntoct” U ¢ IlenTrpa 3a GesonaceH HHTEPHET.
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